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1.0. Download and Installation

This document discusses the necessary steps required to install the ACS FIDO Device Key Manager.
The Device Key Manager is essential in accessing and configuring your FIDO device, and works in
conjunction with the Microsoft Windows Desktop Runtime Application.

1.1. Installing the ACS FIDO Device Key Manager

Locate the “FIDO Key Manager Binary.zip” file in your “Downloads” folder and double click the
“FIDOKeyManager.msi” file to launch the installer.

The installer will guide pou through the steps required to install Fidok eybd anager on your computer.

The “FIDO Key Manager Setup Wizard”
window will appear.

Click “Next” to proceed with the

installation.
WARMIMG: Thiz computer progran iz pratected by copyright law and interational treaties.
Unautharized duplication or distribution of this program, or any partion of it, may rezult in severe civil
aor criminal penalties, and will be prosecuted to the maxinum extent pozsible under the law.
¢ Back Canicel
ﬁ::::-e_ Vianage — b
Select Installation Folder LA
Pt |
The inztaller will inztall Fidakeytd anager ta the fallowing falder.
To install in this folder, click "Next". Toinstall to a different folder, enter it below or click "Browse"
Falder:
C:\Program Files\Advanced Card Systems LidYFidoK eyt anagers Browse. . Select the appropriate folder for your
installation.  Click “Browse” to select a
Disk Cost.. different folder or enter the folder path
manually.

Install FidoKeyManager for yourself, or for anyone who uses this computer:

(®) Everyone
() Just me

¢ Back Cancel
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ﬁ FidoKeyManager Disk Space *

The lizt below includes the drives you can inztall Fidok.eybd anager to, along with each drive's
available and required digk. space.

Yolume Dizk Size Awailable Fiequire

ggi ;gig: 3?332 1?:'“; Click “Disk Cost” to preview the
Exj OKB 0KB oK available drives on your device
27 E120ME 4SEAME K according to disk size.

L4 >

j%l FidoKeyManager - H

Select Installation Folder A _

The installer will install Fidok eykd anager ta the following folder.
Tainstall in this falder. click "Next". Ta install to a different folder, enter it belaw ar click ""Browse". Select “Everyone” to allow broad
access, or select “Just Me” to allow
limited access to the FIDO Key

Folder:
Manager.

C:AProgram Files\Adwanced Card Systemns LtdWFidokeybd anagert, Browse...

Dizk. Cost...
Click “Next” to proceed.

Install FidoKeyManager for yourself, or for anyone who uses this computer:

(®) Everyone
() Just me

< Back Caticel

ﬂ FidoKeyManager -

#
3
7

>
Confirm Installation il _

The installer is ready to install Fidok eykd anager on your computer.

Click "Mest" to ztart the inzstallation.
Click “Next” to begin the installation.

< Back Caticel

Page 4 of 17

FIDO Device Key Manager — Administrator Package Manual info@acs.com.hk

Version 1.06 www.acs.com.hk



mailto:info@acs.com.hk
http://www.acs.com.hk/

aCS

Advanced Card Systems Ltd.
Card & Reader Technologies

1.2. Uninstalling the FIDO Device Key Manager

< Settings - o X
Windows Settings
| ‘:iwc‘sse(:i ng |
=i IR  §co R P [ To uninstall the FIDO Device Key
e Manager, go to the “Windows
e Settings” Homepage and click on
Network & Internet Personalisation B—  Apps “ ”
@ ‘.“.‘\F\twr'light |"mnfg “.‘P!‘\ @ Bat(g'ﬂ:c‘t\ntkzc'se.‘ = p:‘:;taw defaults, optional Apps .
ccounts (@) ime & Language amin
R f‘o.“a:ciunts email, syne, AT Ipei:f‘vtgiogr cagle @ ibc-G.?r\ii Bar, captures, Game
work, other people Mode
|, Ease of Access Search Priva
" Narrator, magrifier, high /O Find my files, permissions EI Lcci:r;{ camera, microphone
& Settings - o X
Apps & features
4 | Choose where to get apps
Apps Installing apps only from Microsoft Store helps protect your device.
" [sowre - To uninstall Microsoft Windows
i Apps & features
Desktop Runtime, go to the
e Apps & features “Windows Settings” Homepage and
W} Offline maps Optional features CIle On “AppS".
App execution aliases
[0 Apps for websites
Search, sort and filter by drive. If you would like to uninstall or move an
N Video playback app. select it from the list.
Search this list pel
5 Startup
Sort by: Name ~ Filter by: All drives
75 apps found
& Settings - u} X
@ Home Apps & features
Find a setting o]
Apps
i Apps &features
i5  Default apps
e Locate “FIDO Key Manager” on the
L Offline maps K . . .
@ S e list and click on the application name
=S ApnEwEbEes o Rl to expand the menu.
N Video playback H “ H ” H
e Cl|pk Unlr_wstall to proceed with the
T st uninstallation.
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2.0. Installing Microsoft Windows Desktop Runtime

BE Microsoft | NET whner. estes. tem. Goo. Dowlosds Communty | werv | A rasc
Windows Linu macos
— =
= — —a
—]
—
.
- -_— —

Run console apps

ET on your Windaws

Dawnload x64 || Dawnload x86

Download x64 || Dawnload x86

Download Arméd | Dovwnload Arméd

T e

B¥ Microsoft | MET whynm. fetuss . Len. Do Dowoads Communiy | LVETY

Home > Downlosd
NET Releass Candidate {RC) Wani to try out the latest RC relesss? NET 7.00-rc.1 s svaiable, Get NETRC>

Download .NET

NET,

ANLNET 6.0 downlaads | AllNET versions

‘ﬁ Microsoft Windows Desktop Runtime - 6.0.9 (x84) Installer - X

Microsoft Windows Desktop Runtime - 6.0.9 (x64)

Windows Desktop Runtime

The .MET Windows Desktop Runtime is used to run Windows Forms and WPF
applications, on your computer. .NET is open source, cross platform, and supported by
Microsoft. We hope you enjoy it!

By clicking Install, you agree to the following terms.

Privacy Statement

Licensing Information for NET

Glnsta\l Close

You may be required to install the
Desktop Runtime Application on your
device in order to run the Key Manager
successfully.

Click on the link to install:
https://dotnet.microsoft.com/en-
us/download

For Windows, select “Download x64",
to proceed with the installation.

A “windowsdesktop-runtime-6.0.9-
win-x64.exe” file will appear in your
“Downloads” folder. Click on the file to
proceed with the installation.

The Windows Desktop Runtime
installation  assistant window  will
appear. Click “Install” to proceed with
installation.
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Microsoft Windows Desktop Runtime - 6.0.9 (x64) Once the installation is complete,

you will be presented with an
acknowledgement screen. Click
“Close” to close the setup window.

Installation was successful

The following was installed at

- Microsoft Windows Desktop Runtime - 6.0.9 (x64)

You will be able to run FIDO Key

Resources Manager successfully with
Microsoft Windows Desktop
Release Notes Runtime. Searchthe application on
Tuterials your device to proceed.

MET Core Telemetry

Close

2.1. Uninstalling Microsoft Windows Desktop Runtime

<« Settings — [m] x

Windows Settings

| |:\ nd a setting |

To uninstall Microsoft Windows

B e THimeere M ey Desktop Runtime, go to the
B “Windows Settings” Homepageand
B click on “Apps”.
2 = s = Ci’fi;u i
{q ACjnL:nls . (‘:\$ Time & Language @ Garrjirfg

Specch, region, date Bar, captures, Game

(1 EaseofAccess /C) Search |E| Privacy
~=" Narrstor, magnifier, high Find my files, permissions Lacation, camers, microphone
contrast

<« Settings = [m] x
& Home Apps & features
| Find a setting | Choose where to get apps
Pins Installing apps only from Mierosoft Store helps proteet your device
| Anywhere v

Apps & features

i

Default apps Apps & features

[} Offline maps Optional features

Go to “Apps & Features”.

App execution aliases
[ Apps for websites

Search, sort and filter by drive. If you would like to uninstall or move an

O Video playback app. select it from the list.
Search this list )
& Startup
Sort by: Name ~  Filter by: Al drives ~

75 apps found
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& Settings - (m] X
G Home Apps & features
Find a setting P |
Apps
ahie , Locate  “Microsoft Windows
= erta -l Desktop Runtime” on the list of
o e applications and click on the
s ine maps . -

T [ application name to expand the
[ Apps for websites menu.

M Video playback

Click “Uninstall” to proceed with the
Startup uninstallation.

-0

Page 8 of 17

FIDO Device Key Manager — Administrator Package Manual info@acs.com.hk

Version 1.06 www.acs.com.hk



mailto:info@acs.com.hk
http://www.acs.com.hk/

@ Advanced Card Systems Ltd.
Card & Reader Technologies
3.0. Features and Functionality

3.1. Connecting with the Device Key Manager

) ACS FIDO Device Key Manager

=

Insert your FIDO Security Key to see
available settings.

Insert a security key into the USB port

AFD-KM ¥1.3.1.0

£
C a:s,) ACS FIDO Device Key Manager

— =

PocketKey PIN is set, 8 retries left, support credential

Firmware Version: 10000 ": +  management

AAGUID: 50245b0c-80e7-1944-bf20-1552bfa2e048 f;’ : V4 .

Protocol: U2F_V2, FIDO_2_0, FIDO_2_1, FIDO_2_1_PRE ACS FIDO Device Key Manager
provides a quick way to identify the
model, firmware version, AAGUID
identifier, and protocol of your FIDO
Security Key.

AFD-HM v1.3.1.0
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@ ACS FIDO Device Key Manager

Grange P et anagermen

Device Status

Firmware Version: 10000 &+ management

AAGUID: 50a45b0c-80e7-f944-bf29-f552bfa2e048 é: /s

Protocol: U2F_V2, FIDO_2_0, FIDO_2_1, FIDO_2_1_PRE

PocketKey PIN is set, 8 retries left, support credential

AFD-KM v1.3.1.0

3.2. Configuring Functionality

;-_-_—"“-.
( &S) ACS FIDO Device Key Manager

Old PIN
New PIN
Confirm PIN

AFD-EM¥1.3.1.0

FIDO Device Key Manager — Administrator Package Manual

Version 1.06

Select the Device, then Change
or Reset a PIN-code for using
FIDO with your FIDO Security
Key.

WARNING: Resetting your pin
code will also remove any stored
FIDOZ2 data and credentials.

Note: PIN-code must be 4-63
characters long.
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3.3. Advanced Mode

The advanced mode section in the FIDO Device Key Manager allows users to manage credential(s)
within the FIDO device.

In this example, credential(s) registration is required on the WebAuthn Specification website. This
website is a testing website that demonstrates a method of creating such credential(s).

Click the following link to register: https://webauthn.io/

WebAuthn.io

A demo of the WebAuthn specification

FIDO_Example
BT T Under the section
“example_username”, create a

username.

‘«m What is WebAuthn?

WebAuthn.io

A demo of the WebAuthn specification

FIDO_Example
T T

Then, click on “Advanced Settings”.

4o'm What is WebAuthn?
| I8 bessprinbmmphhdeniamidmapliaivg

WebAuthn.io
A demo of the WebAuthn specification
Scroll down to access “Advanced

A0 x| Settings”.
Under “User Verification”, select
Advanced Settings “Required"'

= e Under “Attachment”, select “All
Required +| [ atsupporea —' Supported".

Discoverable Credential Attestation

. 2= Under “Discoverable Credential”,
Suppu:\ ESJISE @ Support RS256 Select “Required”.

Registration Hints (most to least preferred)

el Under “Authentication Settings”,
! i select “Required”.

Required %

Reset Seltings
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WebAuthn.io

A demo of the WebAuthn specification

EIRQ.Exemala

Register Authenticate

Advanced Settings

Once you have completed all of the above
selections, click “Register” to proceed
3 with the registration process.

Heoislration Sellings
Us

ublic Key Algorithms
B Support ES256 B Support RS256
Registration Hints (most to Jeast preferred)

ccurity Key | ClientDevice [ | Hybrid
Order ||

Authentication Setlings
User Verification

Required

Reset Settings.

Verify your identity with webauthn.io You will be required to performidentity

verification. Select “External Security Key
or Built-In Sensor”.

Pick an option

"-l-l' External security key or built-in sensor

b

[::j Add a new Android phone »
Cancel

Windows Security b

Security key setup

Set up your security key to sign in to webauthn.io as
FIDO_Example.

You will then need to set up your
security key to sign in to WebAuthn.io.
This request comes from Chreme, published by Google LLC.

Click “OK” to proceed with the set up.

OK

Cancel
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Windows Security

Continue setup

webauthn.io wants to create a credential on your security key.
This lets you sign in without having to type your username.

Mote: A record of your visit to this site will be kept on your
security key.

Ok Cancel

Windows Security

Continue setup

You'll need to create a PIN for this
security key.

R (TIT L]

L2121 Ve

OK Cancel

Windows Security

Continue setup

8
Touch your security key.

Cancel

FIDO Device Key Manager — Administrator Package Manual

Version 1.06

The “Continue Setup” window will
appear along with a brief description of
the security key function.

Click “OK” to continue.

Create a PIN for the security key and
re-enter it.

Click “OK” to proceed.

When prompted to “Touch Your Security
Key”, press the built-in button on your
FIDO device.
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WebAuthn.io

A demo of the WebAuthn specification

FIDO_Example

Success! How try 1o authenticate

[ o]
Advanced Settings

— What is WebAuthn?
| | | Welcome to webauthn.ol This siteis designed by Dua Lk 1o test the

WebAuthn.io

You're logged in! l

You just logged in using Web Authentication. Instead of
using a traditional, shared-key password, you used a piece ﬁ

of secure hardware 1o create a strong, attested, and scoped
ial that is virtually unphi To keep learning

about Web and the FIDOZ check
out webauthn.guide

ACS FIDO Device Key Manager

Device Status

Firmware Version: 10000 =+ management

AAGUID: 50a45b0c-B0e7-1944-bf29-1552bfaZe048 ﬁ: 4
Protocol: UZF_VZ, FIDO_2_0, FIDO_2_1, FIDO_Z_1_FRE

PocketKey PIN is set, 8 retries left, support credential

Once you have successfully set
up your security key, return to the
WebAuthn.io homepage andselect
“Authenticate” to Login.

Every login attempt will require you
to enter your PIN and press the
built-in  button on your FIDO
device.

A confirmation page will pop up
uponeach successful login
attempt.

Upon logging in, return to the
ACS FIDO Device Key Manager
and click on “Settings”.

AFD-EM v1.3.1.0
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(&:S /) ACS FIDO Device Key Manager

4 Advanced Mode
Select “Advanced Mode”.Then, click
HOKH.
AFD-¥Mv1.31.0
(&:S ) ACS FIDO Device Key Manager
Roset ||| Gredential Management |
devee e i Select your FIDO Device. You should
PocketKey PIN is set, 8 retries left, support credential « .
Firmware Version: 10000 ¥% management now be able to see the “Credential
AAGUID: S0a45b0c-80e7-1944-b129-1552b1a2e048 =t 7
Protocol: U2F_V2, FIDO_2_0, FIDO_2.1, FIDO_2_1_PRE @,‘ (l;/lea\.ll‘i];gement bUtton abOVe the

Click on “Credential Management”.

AFDEM v1.3.1.0

¢

IS) ACS FIDO Device Key Manager

—

Security PIN  +s+e+

Enter the same Security PIN you

created to register with
WebAuthn.io.

Then, click “OK”.

AFDEM 1111
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@ ACS FIDO Device Key Manager

m m e — registered credential. This will allow
—— you to modify/delete credential(s)
1pld: webauthnio that are registered under your

rpidHash: 74A6EA9213C99C2F74B22492B320CF40262A94C1A950A0397F29250B60841EF0 .
credentialld: 7F9D36679151964CE2B1FBASA360E7F662E402E21670D75AB48BE15317BFFSDB8EBB726520A0B6FA6AB2377EDE24C51° F I D O D evice

Click on the checkbox next to your

4 webauthn.io - FIDO_Example

3.4. PocketKey OTP Tool

ACS PocketKey OTP Tool is designed to be a simple management tool used for FIDO PocketKey and
PocketKey NFC Card. This tool mainly provides 2 functions, one is protocol management of multi-
functional security keys; the other is to manage the optional OATH HOTP function.

Note: For PocketKey USB token, Firmware 1.00.00.15 or above is required to enable OTP function.
For PocketKey NFC Card, Firmware 1.00.00.08 or above is required to enable OTP function.

@ ACS FIDO Device Key Manager

F'ucketl(ey PIN is set, 8 retries left, support credential
Firmware Version: 10000 *+ management )
AAGUID: 50a45b0¢-80€7-1944-b29-1552bfa2e048 é e Open ACS FIDO Device Key
Protocol: U2F_V2, FIDO_2_0, FIDO_2_1, FIDO_2_1_PRE H
== Manager, and click “OTP Tool", then

you will see an User Interface

AFD-KM v1.3.1.0
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PocketKey OTP Tool User interface
TOTP

Facebook

TOTP

3.5. Managing communication protocol

Both FIDO PocketKey and PocketKey NFC Card support both FIDO HID and OTP communication
protocols. Here are the detailed description for each protocols:

e PocketKey OTP Tool enables user to perform FIDO authentication and security key management

e OTP protocol enables the security as an Authenticator app. The OTP value will be generated when
user click the background.

e Resetting ACS FIDO Device Key Manager will not affect the content of PocketKey OTP Tool.

e For further information of OTP Tool, please refer to “Application Note for PocketKey OTP”.
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